YBaxaemsble negaroru n poautenu!

Ha ocHoBaHuu gencteytowlen pegakumm lNucema MuHobpHaykmn Poccum ot 14.05.2018
Ne 08-1184 "O HanpaBneHuu nHgpopmauumn"

[enapTamMeHT rocyaapcTBEHHOM NONNTUKKN B cdhepe obLuero obpasoBaHus
MuHo6pHaykn Poccumn HanpaensieT anga cBeaeHust paspaboTtaHHble BpemeHHon
komuccuen Coseta Pegepaumm No pasBUTUIO MHHOOPMALIMOHHOIO obLLecTBa
MeToaMYecKne pekomeHgaunm o pasMmeLleHnn Ha MHpopMaLMOHHBIX cTeHaaXx,
odomumnanbHbIX MHTEPHET-CanTax uU ApYyrnx MHPOPMaLMOHHbLIX pecypcax
obueobpasoBaTesibHbIX OpraHM3aumnin 1 OpraHoB, OCYLLLECTBNSAIOLWMNX yNpaBrieHne B
cdepe obpasoBaHus, HOpMaLUKM o0 6e3onacHoOM NOBEAEHUN U UCNOSb30BaHUN CETU
"UHTepHeT".

HOvpektop OenaptamenTa A.E.lNeTpos
pasMeLlaemM Ha HaleM canTe HECKOSBbKO MPUIOoXeHU MO MH(pOpPMaLMOHHON
6esonacHocTu.

MpunoxeHne Ne 1

Mpunoxexune 1. NamsaTtka ana obyyatowmxcss 06 MHPopMaLMOHHON 6e30NacHOCTK
geten

HEJIb3A
1. Bcem nogpsag coobuiatb CBOK YACTHYHO MHOPMaLMIO (HacToswme ums, bamunmio,
TenedoH, agpec, HOMep LLKOIbI, a Takke oTorpadum CBOWN, CBOEN CEMbU U APY3EN);
2. OTKpbIBaTb BNOXEHHbIE (bansbl 3NEKTPOHHOM NOYThI, KOr4a He 3Haellb
oTnpaBuTens;
3. pybuTtb, NpuanpaTbCs, OKasbiBaTb AaBfleHME - BECTU cebsi HEBEXNBO U
arpeccuBHo;
4. He pacnopsipkanca geHbramm TBoen ceMmbun 6€3 paspelleHns cTaplumnx - Bcerga
cnpawumBan pogutenemn;
5. He BcTpeyanca ¢ IHTepHeT-3HaKoMbIMW B peasibHOW XXM3HW - MOCOBETYNCH CO
B3POCIbIM, KOTOPOMY JOBEPSAELLb.
OCTOPOXHO
1. He Bce nuwyT npasay. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobLym 06 aTom
CBOVIM pPOAMTENSAM UMM ONEKyHaM;
2. MNpurnawatoT nepennceIBaTbCs, Urpate, 0OMEHMBATLCA - MPOBEPb, HET N NOLBOXA;
3. HesakoHHOe konupoBaHue gannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocCnbiM O Npobnemax B CETU - OHU BCEraa nomoryT;
5. Ncnonb3yi HacTporikm 6e30nacHOCTN U NPUBATHOCTU, YTOOLI HE NOTEPATH CBOU
aKKayHTbl B COLICETAX U ApYrux nopTanax.
MO>XXHO




1. YBaxaun gpyrnx nosnib3oBaTtenemu;
2. Nonbk3ayelwbcsd MHTEPHET-UCTOYHUKOM - [ienain CCbINKy Ha Hero;
3. OTKpbIBaN TOMbKO T€ CCbISIKU, B KOTOPLIX YBEPEH;
4. O6LwaTbCs 3a NOMOLLbIO B3POCHbIM - POAUTENWN, OMEKYHbI N aAMUHUCTPaLNS CanToB
Bcerga nomoryr;
5. Mponan obyveHne Ha canTe "CeTeBMYOK" 1 Nonyyn nacnopT LumMgpoBoro
rpaxxgaHuHal

MpunoxeHne Ne 2

Mpunoxenune 2. MHpopmaumoHHaa namsaTka anst obyyatrowmxcsa ong pasmeLleHmst Ha
odomumanbHbIX UHTEPHET-pecypcax
C KaxablM rogoM MOSIOAEXM B MHTEPHETE CTAaHOBUTCA BonbLUe, a LWKOMbHUKA OOHU U3
CaMbIX aKTMBHbIX Nonb3oBaTtenen PyHeTta. Mexay Tem, NOMMMO OrpOMHOIO KofnnyecTsa
BO3MOXHOCTEN, MHTEPHET HECET M Npobnembl. 3Ta NnaMATKa AoMKHA NoMoYb Tebe
©e3onacHo HaxoauTbCs B CETU.
KomnbloTepHble BUPYCHI
KoMnbOTEPHBIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMbKOTEPHbLIX NporpamMm,
OTNINYMTENBHOM 0OCODEHHOCTBLIO KOTOPOWN SABMSAETCHA CNOCOOHOCTL K pa3MHOXEHU0. B
AOMNOSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEANTb UM MOMHOCTBI0 YHUYTOXUTL BCE
dannbl 1 AaHHbIE, NOAKOHTPOSbHbLIE NOMBL30BaTEN0, OT MMEHN KOTOPOro 6bina
3anyLueHa 3apaxeHHasi nporpaMmma, a Takke NoBpeanTb UK Jaxe YHUUTOXUTb
onepaumoHHYH CUCTEMY CO BceMU hannamm B Lenom. B 6onblUMHCTBE CryyYaeB

pPacnpoCTPaHSITCS BUPYChl Yepes3 UHTEPHET.
MeToabl 3aLnTbl OT BP€4OHOCHbIX MPOrpamMm:

1. icnonb3yn coBpeMeHHble onepaLMOHHbIE CUCTEMbI, UMEIOLLINE CEPbE3HbIN YPOBEHb
3aWmnTbl OT BPEOOHOCHbIX NPOrpamm;
2. lNocTosiHHO ycTaHaBnMBam nadtn (LMdpoBble 3annaTkm, KOTOpble aBTOMaTUYECKN
YyCTaHaBMMBAKTCS C Lienblo AopaboTkm nporpammebl) U gpyrne oGHOBEHUSA CBOEWN

onepawumoHHon cucTemMbl. CkadmBam UX TONbKO C opuumanbHOro canta paspaboTymka
OC. Ecnu cywecTtByeT pexxum aBToMaTU4eCcKoro 06HOBMEHWS, BKITHOYY €rO;

3. PaboTtan Ha cBoeM KOoMNblOTEPE NoA NpaBaMu Nofnb3oBaTens, a He
agMuHuUCTpaTopa. ATO He NO3BONUT BOMbLIMHCTBY BPEAOHOCHbLIX MporpaMm
MHCTanNNMpoBaTbCHA Ha TBOEM NEPCOHAarbHOM KOMMbIOTEPE;

4. icnonb3yn aHTUBUPYCHbIE NMPOrpaMMHbIe NPOAYKThLI U3BECTHbLIX Npou3BoauTENen, ¢
aBTOMaTn4eckum obHoBneHnem 6as;

5. OrpaHunyb oM3n4ecknin 4OCTYN K KOMMNbIOTEPY ANS NOCTOPOHHUX ML,

6. Micnonb3yn BHELLHWE HOCUTENWN MHPOPMaUUK, Takue Kak coneLuka, ANCK nnm dann na
WHTEepPHeTa, TOSbKO U3 NPOBEPEHHbLIX NCTOYHWUKOB;

7. He oTKpbiBan KOMNbOTEPHbIE hanrbl, NOSyYEeHHbIE N3 HEHAAEXHbIX MCTOYHMKOB.
[axe Te dpannbl, KOTOpble NpUCran TBOW 3HAaKOMbIW. Jlyylle yTOYHW Y Hero, oTrnpasnsn
nn oH Tebe unx.

Cetn WI-FI
Wi-Fi - aTO He BMA nepefayn gaHHbIX, He TEXHOMOMMS, a BCero nuwb 6peHa, mapka.
Ewe B 1991 rogy Hngepnangckas komnaHusa sapernctpmpoana opeHg "WECA", uyto
obos3Hayano cnosoco4veTaHune "Wireless Fidelity", koTopbin nepeBogmTcs Kak
"GecnpoBogHasi TOYHOCTL".

[o Hawero BpemMeHn gowna gpyras abbpesmartypa, KoTopas ABASETCH Takon xe
TexHonoruen. 1o abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe BbISIO AAHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOM TexXHUKKN Hi-Fi, 4To B nepeBoae 03Ha4vaeT "BblicoKas
TOYHOCTBL".

[a, 6ecnnaTHbIi UHTEPHET-A0CTYN B Kadhe, 0Tensix n a3aponopTax SABAseTcst OTIIMYHOM




BO3MOXHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe akcnepTbl CYMTaloT, YTO
obwepnoctynHble Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMU.
CoBeTbl N0 6e30nacHOCTN paboThl B 00WeaocTynHbIx ceTsx Wi-fi:

1. He nepeagaBan CBOK NUYHYIO MHGOpMaLMIo Yepes obwenoctynHblie Wi-Fi cetu.
PaboTas B HUX, XenaTenbHO He BBOAUTb NApOnn AOCTYNa, NIOMMHbI U Kakne-To HoMepa;
2. Vicnonb3yn n o6HOBNSM aHTMBUPYCHbIE NporpamMbl U BpaHgmayep. Tem caMmbiM Thbl

obesonacuwlb cebs OT 3aKkadkm BUpyca Ha TBOE YCTPOMCTBO;

3. MNpu ncnonssosaHnmn Wi-Fi oTknoum pyHkumio "O6wmin goctyn K dpannam u
npuHTepam". [laHHasa pyHKUMSA 3aKkpbiTa N0 YMOMYaHUIO, OOHAKO HEKOTOpPbIE
nonb3oBaTenn akTUBUPYIOT ee Ang yaobcTea ncnonb3oBaHus B pabote unu yvebe;
4. He ncnonbayn nyénmynbin WI-FI ana nepegayun NuYHbIX aHHbIX, HANnpuMep ans
BblXOA4a B couManbHble CETU UMW B SNIEKTPOHHYHO MOYTY;

5. Micnonb3yin TonbKo 3alumieHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM UMeEHHO "https://";

6. B MmobunbHom TenedoHe oTkntoumn dyHkumio "Moakntoyenne kK Wi-Fi
aBTOMaTtmyeckn". He gonyckam aBToMaTMyYeCcKoro NoAKMoYeHNs yCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHble cetn
CouuanbHble CeTN aKTUBHO BXOASAT B HALY XW3Hb, MHOIME Nioan paboTatoT 1 XKnByT
TaM NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MunnmMapa YenoBek, 4Tto
ABNAETCSH OAHOW CeabMOW BCEX XXuTenemn nnaHeTtbl. MHOrme nonb3oBaTtenu He
MOHMMAIOT, YTO MHOPMaLUUS, pasMeLleHHas UM B couMarnbHbIX CETSX, MOXeT ObITb
HangeHa 1 Ncnonb3oBaHa KeEM YrogHo, B TOM Yncne He obsa3aTenbHo ¢ Gnarumm
HaMepeHNSMN.

OcHoBHble coBeTbl N0 6€30MacHOCTU B COLUManbHbIX CETAX:

1. OrpaHunyb cnmMcok apysen. Y 1ebsi B Apy3bsax HE AOSMKHO ObiTb CRyYamHbIX U
HEe3HaKOMbIX NIOOEN;

2. 3awmuian cBo YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, naty
TBOEro POXAEHUSA U APYry NUYHYK MHopmaumo. 3N0oyMbILLIEHHUKA MOTYT
NCnonb30BaTh AaXe NMHAPOPMaLMIO O TOM, KaK Tbl U TBOM POAUTENM NaHNpyeTe
NPOBECTU KaHWKYIbI;

3. 3awmiian cBoto penyTauuio - AEPXKM €e B YNCTOTE U 3agaBan cebe BONpoc: XoTen
Obl Tbl, YTOOLI Apyrue Nnonb3oBaTeENN BUAENM, YTO Thl 3arpyxaewwb? [Nogyman, npexae
4YeM YTO-TO onybnmnkoBaTb, HaNUCaTb U 3arpy3nTb;

4. Ecnn Tbl roBOpULLb C NIOABMU, KOTOPbIX HE 3Haellb, He UCMOoSb3y CBOE pearbHoe
UMSI U OPYTYIO NIMYHYO0 MHPOPMaLMN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;
5. N3berai pasmeweHus gotorpaduin B IHTEepHeTe, rae Tbl M300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOSIOXEHME;

6. MNpwn perncTpauum B counanbHOM ceTn He06XoaMMO NCMONb30BaTh CIOXHbLIE Naponu,
cocTosilme n3 6ykB 1 UMAP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [lns coumanbHOM CeTU, NOYThl U APYrMX CanToB HEOHXO4MMO NCNONBb30BaTb pPasHble
naponu. Torga ecnu 1e64 B3NOMatoT, TO 3MTI0YMbILUNIEHHUKX NOy4aT AOCTYN TOSbKO K
OLHOMY MEeCTY, a He BO Bce cpaasy.

OnEKTPOHHbIE OEHbIN
ONEKTPOHHbIE AEHbIN - 3TO OYeHb YA0OHbIN CNOCOO NnaTexeun, 0OAHaKO CyLLEeCTBYIOT
MOLLUEHHUKWN, KOTOPbIE XOTAT MNOMYYNTb 3TN OEHBLIN.

ONEKTPOHHLIE AEeHbIMM NOABUIIMCL COBCEM HEAABHO M MUMEHHO M3-3a 3TOrO0 BO MHOMMX
rocyaapctBax 4O CUX MOP HE MPONMCcaHo NPO HUX B 3aKOHAaX.

B Poccum xe oHU OyHKUMOHMNPYIOT 1 O HUX yXKe NPONUCaHO B 3aKOHe, rae ux
pas3nensitoT Ha HECKOMbKO BUAOB - aHOHMMHbIE N HE aHOHUMHbIE. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcsa NpoBoAnTL onepauumn 6e3
naeHTMrkaumm Nonb3oBaTens, a B HEAHOHUMHbIX MAEHTUMKALNA NONb30BaTENS




aBnseTca ob6a3aTtenbHON.

Takke cnegyeT pasnmyaTb 3NEKTPOHHbIE pnaTHble OeHbIMN (paBHbI FOCYAapPCTBEHHbLIM
BanTaMm) 1 ANEeKTPOHHbIE HemaTHble AeHbIMN (He paBHbl rOCY4apCTBEHHbBIM
BarnoTam).

OcHoBHble coBeTbl No 6e3onacHom paboTe C ANEKTPOHHbIMU AEHbraMu:

1. MNpuBsKM K cHeTy MOBUNBbHBLIN TeNedoH. ATO camblin yOOOHbIN 1 BbICTPLIN CNOCO6
BOCCTAHOBUTb AOCTYN K cHeTy. [NpunBA3aHHbIN TeNedoH NOMOXeT, ecriv 3abyaellb CBOM
nnaTeXxHbl Naposnb UNKn 3anellb Ha CanT ¢ HE3HAKOMOro YCTPONCTBA;

2. cnonb3yn ogHopasoBble naponu. Nocne nepexoaa Ha YCUNEHHYIO aBTOpU3aLnto
Tebe yxe He ByaeT yrpoXxaTb OMacHOCTb KpaXku Unn nepexsaTa niaTexHoro napons;
3. Bbibepu crnoxHbin naponb. [NpecTtynHukam 6yaeT He NPOCTO yragaTh CNOXHbIN
naponb. HagexHble naponu - aTo Naponu, KoTopble coaepaTt He MeHee 8 3HaKoB U
BKIOYatoT B ceb5 CTPOYHbIE M NPOMUCHbIE BYKBbI, LMAPbI U HECKOSbKO CUMBOJSIOB,
Takue Kak 3Hak gonnapa, dyHTa, BocknuuaTenbHbI 3Hak 1 T7.n. Hanpumep, $tRONng!;;
4. He BBOOM CBOM NIMYHbIE AaHHbIE HA canTax, KOTOPbIM HE AoBepsieLlb.
OnEeKTPOHHas noyta
ONEKTPOHHas noyTa - 3TO TEXHOMOIMA 1 NPeaoCTaBNsEMbIE €10 YCyrn Nno Nepechbinike u
NONTYYEHMIO 3NEKTPOHHBIX COOBLLIEHN, KOTOPbIE pacrnpeaensatoTCa B KOMMNbOTEPHOWN
cetn. OBbIYHO 3MEKTPOHHbIM MOYTOBLIN ALWMK BbIrNAANT crieayowmm obpasom:
UMS_Norib3oBaTens@ums_goMeHa. Takke KpoMe nepegadnm npocTtoro Tekcta, UMeeTcs
BO3MOXXHOCTb nepegaBaTb pannbl.

OcHoBHble coBeTbl No 6esonacHom paboTe C ANEKTPOHHOW NOYTON:

1. Hago BbI6paTb NpaBuiibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTb OrPOMHbIN BbIOOP

BecnnaTHbIX MOYTOBLIX CEPBMCOB, O4HAKO Ny4lle JOBEPSATb TEM, KOro 3Haellb U KTO
NnepBbli B PEUTUHTE;

2. He ykasbiBaun B NIMYHOM NOYTE NNYHYIO MHGOpMaUmio. Hanpumep, nyyile BbibpaThb
"My3blkanbHbIn_daHaT@" nnm "pok2013" BmecTo "Temal3";
3. Ncnonb3yn AByxaTanHy aBTopm3aunto. 3To Korga NnoMMMO Napons HY>XHO BBOAUTb
Kod, npucbinaemsiv no SMS;

4. Bbibepu cnoxHbIN naponb. s KaXaoro NoYTOBOro siluka SOrmKeH ObiTb CBOM
HadeXHbIW, YCTONYMBLIN K B31IOMY Naporb;
5. Ecnun ecTb BO3MOXXHOCTb HanmcaTb CaMOMY CBOW JINYHbIA BOMPOC, UCMNOSb3yW 3Ty
BO3MOXHOCTb;

6. Acnonb3yn HECKOSIbKO MNOYTOBLIX ALWMKOB. [NepBblin NS YacTHOW Nepennucky ¢
agpecaTtamn, KOTOpbIM Tbl JOBepsieLlb. OTO 3NEKTPOHHbIM agpec He Haao
NCMNosib30BaTh Mpu perucTpaunm Ha popymax u camrax;

7. He oTkpbliBan hansibl U gpyrve BroXeHUs B NMCbMax, Aaxe eCriv OHU NpuLv ot
TBOMX ApYy3€en. Jlyywle yTOYHU Yy HUX, OTNPaBnsnn v oHn tebe atn hannoi;

8. MNMocne okoHYaHnA paboTbl HA NOYTOBOM CEpBUCE Nepen 3aKpbITUEM BKALKWN C
canTom He 3abyab HaxaTtb Ha "BbiTn".

KnbepbynnuHr nnu suptyanbHOe n3aeBaTenbCTBO
KnbepbynnuHr - npecnegoBaHne coobLLeHnammn, cogepxalummm ockopbneHms,
arpeccuio, 3anyruBaHue; XynmraHcTBo; counarnbHoe 60MKOTUpPOBaHME C MOMOLLIbHO
pasnnYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocarica B 6on. Jlyywmnm cnocod: nocoBeToBaThCA Kak cebs BECTU U, ECNU HET
TOro, K KOMY MOXHO 006paTUTbCH, TO BHa4yarne ycnokomTbecs. Ecnm Tbl HAYHELW b
oTBeYaTb OCKOPOMEHMSIMN Ha OCKOPOEHMS, TO TOMbKO eLle 6onbLUe pa3oXKeLlb
KOHQOSNKT;

2. YnpaBnsun CBoen knbeppenytaunen;

3. AHOHMMHOCTb B ceTn MHMMas. CyLecTBYIOT CNOCODObI BbIACHUTb, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;




4. He cTouT BECTU XynuUraHckuin obpas BUpTyarnbHOW XN3HU. IHTEPHET nKcmMpyeT Bce
TBOW JENCTBUSA N COXpaHsaeT ux. Yaanutb ux yaeTt KkpanHe 3aTpyaHUTENbHO;
5. Cobnogan cBo BUPTYarnbHY YeCTb CMOSIOAY;
6. VIrHopupy eanHnyHbIn Heratue. OgHOpa3oBble 0cKkopbuTenbHble COOOLEHNA
nyywe urHopmposaTb. OBbIYHO arpeccus nNpekpallaeTca Ha HayanbHoOW cTaguu;

7. Ban arpeccopa. B nporpammax obmeHa MrHoBEHHbIMW COOBLLEHNSAMN, B
coumanbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHNI C
onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBom ENCTBUSA: BbICTYNNTb NPOTUB
npecnegoBaTtens, nokasaTb €My, YTO ero 4ENCTBUSA OLEHNBAKOTCA HEraTuBHO,
noaaepaTb XepTBY, KOTOPOW HY>KHa NCUXOrornyeckas nomoLlb, COOOLLMTb B3pOCHbIM
0 haKkTe arpecCcuBHOro NOBeAEHUS B CETU.

Mo6unbHbIN TenedoH
CoBpeMeHHble cMapT(OHbI U NNaHLWEeTbl cogepxaT B cebe BnonHe B3pOChbIi
yHKUMOHAN, U Tenepb OHU MOTYT KOHKYPUPOBaTb CO CTaLUMOHaPHbIMU KOMMNbIOTEPAMN.
OpHako, cpeacTB 3awmTbl Anst NOA06HbLIX YCTPOMUCTB NoKa o4eHb Marno. TectnpoBaHue
N NMOUCK YA3BMMOCTEN B HUX MPOMCXOOMUT HE TaK MHTEHCMBHO, Kak ang K, To xe camoe
KacaeTcs 1 MOBUITbHBIX MPUNOXEHUIA.

CoBpeMeHHbIe MOBUbHbIE Bpay3epbl yKe NPaKTUYECKN LOrHanm HacTosbHbIE
aHanoru, ogHako pacluMpeHue yHKuMoHana snevet 3a cobon 6onbLUY CITOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTb.

[aneko He Bce NpOn3BOANTENN BbiNyCKaT OGHOBNEHNS, 3aKpbiBalOLME KPUTUYECKME
YySI3BUMOCTM NS CBOUX YCTPOWCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTM MOBUNbHOro TenedoHa:
Huyero He siBnsieTcs no-HacTosieMy 6ecnnatHbiM. Byab ocTopoxeH, Beab koraa tebe

npeanaraT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKne-To niaTHble
ycnyru;
[yman, npexae 4em otnpasuts SMS, oTo nnu Buaeo. Tbl TOYHO 3HaELb, F4e OHU
OyayT B KOHEYHOM mTOre?

Heobxoanmo oBHOBNATL ONEPALMOHHYO CUCTEMY TBOEro CMapTAdOHa;
Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl AN MOBUNbHbIX TeNeOHOB;
He 3arpyxan npunoxeHusi OT HEM3BECTHOIO UCTOYHMKA, BEAb OHM MOTYT cogepXaTtb
BPEeOOHOCHOE NporpaMMHoe obecneveHune;
[Mocne TOro Kak Tbl BblngeLb C canTa, rae BBOAWS NNYHYKO MHGOPMaLMIO, 3anan B
HacTpownku Bpaysepa n yganu cookies;

[Meproaunyeckn NpoBepsin, kKakne nraTHbIe YCIyrn akTMBMPOBaHbI HA TBOEM HOMEPE;
[aBai cBor HOMep MOBUNBHOro TenedoHa TONbKO NMOAAM, KOTOPbIX Thl 3HAELLb 1 KOMY
AoBepseLLb;

Bluetooth gormkeH GbITb BbIKMNOYEH, KOrga Tbl UM He Nonb3yelwbes. He 3abbiBan nHorga
NPOBEPSATL 3TO.

Online vrpbl
CoBpeMEHHbIE OHMANH-UTPbI - 3TO KPAaCOYHbIE, 3aXBaTblBalOLNE pPa3BreyeHuns,
06beaNHSAOLLME COTHM ThICSY YeroBeK No Bcemy Mupy. rpokn nccnegyot AaHHbIN UM
MUp, obLualoTCs Apyr ¢ APYroMm, BbIMONHAT 3a4aHns, CpaXatoTCs C MOHCTpaMu U
Nony4aroT OnbIT. 3a YyAOBOMbCTBME OHU NNATAT: MNOKyNatT ANUCK, ONavymBaroT
abOHEMEHT unn NpnobpeTaroT Kakme-To OnNuun.

Bce aTn cpeacTtea ngyT Ha nogaepxaHve u pasBuTme Urpbl, a Takke Ha camy
6€e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLMK, BbiMyCKaOTCS HOBLIE NaTyK
(undbpoBble 3annaTkm 4ns NPorpamMm), 3aKpbiBaloTCSA YA3BUMOCTU CEPBEPOB.

B nogoBHbIX urpax CTouT onacaTtbCs HE CTONbKO CBOMX COMEPHMKOB, CKONbKO KpaXiu
TBOEro naporns, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3auumn 6onbLUMHCTBA UTP.
OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEro UIPOBOr0 aKKayHTa:




. Ecnn gpyron urpok Beget ceba nnoxo nnu cosgaet Tebe HeNnpUsTHOCTU, 3abnoKMpyn
€ro B CMCKe UrpoKoB;
2. [NMoxanynca agMMHUCTpaToOpaM Urpbl Ha Noxoe NnoBefeHne 3TOro Urpoka,
XenaternbHO NPUITOXNTb Kakne-To AoKa3aTenbCTBa B BUAE CKPUHOB;
3. He ykasbiBan nn4yHy0 MHopMaLmio B npodansie urpbl;
4. YBaxawn gpyrux y4acTHMUKOB MO Urpe;
5. He yctaHaBnvBan HeouumarnbHble Natym n Moabl;
6. Vicnonb3yn CnoXxHble U pasHble naponu;
7. [laxxe BO BpeM4A Urpbl HE CTOUT OTKMOYaTb aHTUBMpPYC. [oka Thbl Urpaellb, TBOM
KOMMNbIOTEP MOTYT 3apasunThb.
PULLNHT NN Kpaxa NUYHbIX AaHHbIX

OO6bIYHOM Kpaxken AeHer U AOKYMEHTOB CErOAHS YXKe HUKOro He YAMBULb, HO C

pas3BUTUEM UHTEPHET-TEXHOSOMMI 3N10YMbILUNIEHHNKM NEPEMECTUIINCL B UHTEPHET, U
npoaosrmKalT 3aHnMaTbCs "NodbumbIM" enom.

Tak nosiBuNacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBA UK (DULLKHT, FNaBHas uesb
KOTOPOro COCTOUT B NOMyYeHMU KOHPMOEHUManNbHbIX AaHHbIX NONb3oBaTenen -
NnornHoB 1 naponen. Ha aHrnunckom asbike phishing untaetcs kak dunwnHr (ot fishing -
pblbHas noens, password - naposib).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa bbina
B3flOMaHa, To HeobxoanmMo 3abnokMpoBaTh ee U COoBLNTL agMUHUCTPAToOpamM pecypca
00 3TOM KaK MOXXHO CKOpee;

2. Vicnonb3yin 6e3onacHble Be6-CanTbl, B TOM YMCIE, UHTEPHET-MarasmHoB n

NMOWUCKOBbIX CUCTEM,;
3. Vicnonb3ayi crnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebs B3nomarT, TO

3M0YMbILLITEHHMKIN NonyYaT AOCTYN TONbKO K O4HOMY TBOEMY NPOocuiio B CETU, a HE KO
BCEM,;
4. Ecnu Tebs B3nomanu, To Heob6xoaMmo nNpeaynpeanTb BCeX CBOMX 3HAKOMbIX,
KoTopble oGaBneHbl y Tebs B Apy3bsix, O TOM, YTO TebSA B3niomanu 1, BO3MOXHO, OT

TBOEro uMmeHn byaet paccblinartbCs Cnam U CChIfKU Ha PULLIMHIOBbIE CanTbl;
5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIi TenedoH;
6. OTKNO4YM coxpaHeHne naponsi B bpaysepe;

7. He oTkpbIiBan (hansibl U Apyrve BroXeHUs B NMCbMax, Aaxe eCrnv OHU NpuLLu oT
TBOMX ApYy3€en. Jlydlle yTOYHU Yy HUX, OTNPaBnsnn fim oHn Tebe atu hannol.
Lindpposaga penyraums
Lindposaga penyrtaums - 3T0 HeraTUBHasa UM NO3NTUBHasS MHopmaums B ceTn o Tebe.
KomnpomeTupyowasa nHpopmMmauus, pasMmeLLleHHasa B UHTEPHETE, MOXET CePbe3HbIM
00pa3om OTpa3nTbCs Ha TBOEW peanbHON Xxn3Hu. "Lindposas penytaums" - aTo TBOM
UMUOX, KOTOPbIM hopMupyeTcsa n3 nHpopmaummn o Tebe B MHTEPHETE.

TBOe MeCTO XUTenbCcTBa, y4ebbl, TBOE (PpMHAaHCOBOE NOMOXEeHNe, 0COBEHHOCTH
XapakTepa n pacckasbl 0 61M3KnNx - BCe 3TO HaKannMBaeTCcs B CETH.

MHormne nogpocTKkun NErKOMbICIIEHHO OTHOCATCA K Ny6nukaummn nmyHon nHpopmaumm B
NHTepHeTe, He NOHMMas BO3MOXHbIX NOCNeAcTBUM. Thl faxe He CMOXellb AoragaTbCs
0 TOM, YTO poTorpacus, pasmeLleHHasa 5 neT Hasa, crana NPUYNHOM oTKasa NPUHATb
Tebs Ha paboTy.

KommeHTapumn, pasmelleHne TBoux dpotorpadum n gpyrne 4encTBns MoryTt He
NCYE3HYTb Aaxe nocre Toro, Kak Tbl UX yaanuuwb. Tbl HE 3HaeLlb, KTO COXpaHUn aTy
WMHopMaumto, nonana fnm oHa B NONCKOBbIE CUCTEMbI M COXPaHUIIach N OHa, a
rMaBHOE: YTO NogymatloT 0 Tebe oKpyXKaroLme Noan, KOTopble HangyT 1 YBUASAT 3TO.
Hantn nHdopmaunio MHOro neT cnycTsi CMOXET NboN - Kak U3 AobpbIX NOOYKAEHUN,
TaK U C HAMepPEeHNEM NMPUYNHUTL Bpes. ITO MOXET ObITb KTO YroaHO.
OCHOBHbIE COBEThI MO 3alUnMTE LMPOBON penyTauuu:




1. Mogyman, npexae 4yem 4YTo-To NybnmkoBaTb M nepefasaThb y cebs B 6rore nnu B
couunanbHOu CeTu;
2. B HacTpourkax npouns ycTaHOBU OrpaHUYeHust Ha NPOCMOTP TBOEro Npodouns 1 ero
COAEepP>KMMOro, caenian ero Tonbko "ansa gpysen”;
3. He paameluan n He ykasbiBan MHGOPMaLUIO, KOTOpasi MOXET KOro-nmbo ockopbnatb
nnm obmxaTb.
ABTOpCKOe npaBo
CoBpeMeHHbIE LLKOSTIbHUKN - aKTUBHbIE MOfb30oBaTeNn UMGpPOBOro NPOCTpaHCTBa.
OpHako Janeko He BCe 3HAKOT, YTO MOSIb30BaHNE MHOMMMU BO3MOXHOCTSMU LIMCOPOBOro
Mupa TpebyeT cobnogeHns npaB Ha UHTENNEeKTyarnbHyt0 COBCTBEHHOCTb.
TepMuH "MHTEnNNekTyanbHas cCO6CTBEHHOCTL" OTHOCUTCS K PasfiMyHbIM TBOPEHUSM
YesioBeYEeCcKoro yma, HaunmHasi C HoBbIX M306peTeHuin 1 3HakoB, 0603HaYaroLLNX
COBCTBEHHOCTb Ha MPOAYKThI MU YCIYru, U 3aKaH4yMBas KHUramu, ootorpacumsamm,
KMHOUIIbMaMn U My3blKanbHbIMU MPOU3BEAEHUSIMM.

ABTOpCKUWe npasa - 9TO NpaBa Ha MHTENMNeKTyanbHy COBCTBEHHOCTb Ha NPOU3BEAEHNS
HayKu, nnTepaTypbl U UCKycCTBaA. ABTOPCKME MpaBa BbICTYNatT B KA4eCTBE rapaHTUm
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPy aBTopa He ByaeT HanpacHbIM, JAacT eMy
crnpaBeanuBeble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBoOero Tpyaa, nonyyntb
N3BECTHOCTb U Npu3HaHne. HukTo 6e3 paspelueHns aBTopa He MOXET BOCNPON3BOANTb
ero npousBeaeHne, pacrnpocTpaHsaTb, Ny6MYHO AEMOHCTPUpOBaTb, NpogaBaTh,
MMNOPTMPOBATb, NyckaTb B NPOKaT, NyGMYHO UCMOMHSATbL, MOKa3bIBaTb/MCMNOSTHATL B
adumpe nnu pasmelwlaTtb B MIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpamMmMHOro obecneyeHns MoXeT NPUBECTM K MHOTUM
puckam: OT NOTEPU AaHHbIX K TBOMM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOMCTBA, rae
YyCTaHOBIEHA HemneranbHasa nporpamMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPorpamMMbl, KOTOPbIE MOXHO HaANTN B CETMW.

O noptane
CeTeBNYOK.pd - TBOW rMaBHbIM COBETYMK B CETU. 34ECh Thl MOXELUb Y3HATb O
6e30MacHOCTN B CETWN MOHATHBLIM U AOCTYMNHbLIM S3bIKOM, @ NPV BO3HUKHOBEHMWM
KpUTMYECKOW CUTyaumm obpaTuTbCs 3a COBETOM. A Takke NPUHATbL ydacTne B
KOHKypCax 1 cTaTb cambliM LMGPOBLIM rpaxgaHUHOM!

MpunoxeHue Ne 3

Mpunoxexune 3. NamsaTtka ana pogutenen 06 MHPopmaLMoHHON 6Ge3onacHOCTM AeTen
OnpeneneHne TepMmuHa "MHOpMauUMOHHas 6e3onacHOCTb AeTeN" COAepPKUTCS B
depnepanbHom 3akoHe Ne 436-d3 "O 3awmte geten oT MHopMaLmu, NPUYUHSIOLLEN
Bpen MX 300POBbI0 N PasBUTUID", PErynmMpYoLWUM OTHOLLIEHNS, CBA3AHHbIE C 3aLLUMTON
aeten oT HoOpMauuK, NPUYKHSAIOLWEN Bpea UX 340P0OBbI0 U (M) pasBUTUIO.
CornacHo gaHHOMy 3aKoHY "MHpopMaunoHHasa 6e3onacHoCTb AeTen" - 3TO COCTOSAHME
3aLMLLEHHOCTH, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHLIN C NPUYMHEHNEM
MHOpMaLmen Bpeaa ux 3gopoBbio U (M) PU3NYECKOMY, NCUXNYECKOMY, LYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUILO.

B cuny ®epepanbHoro 3akoHa Ne 436-93 nHdopmaumnen, NnpuyunHaLWEN Bpea
340pOBbLI0 U (MNN) Pa3BUTUIO OETEN, ABMSETCS:

1. NHOpMaLMS, 3anpeLLeHHas ans pacnpocTpaHeHns cpean OeTen;

2. Hbopmauus, pacnpocTpaHeHne KOTOPOW OrpaHNYEeHo cpean geTen onpeaeneHHbIX
BO3PACTHbIX KaTEropun.

3. K uHhopmauuu, 3anpewieHHOn ans pacnpocTpaHeHus cpean geten, OTHOCUTCS:
4. nHpopmaums, nobyxagarowan 4ETEN K COBEPLLUEHNIO 4ENCTBUN, NPeaCTaBNAOLLNX
Yrpo3y UX XXWU3HU 1 (Un) 340POBbIO, B T.4. NPUYNHEHUIO Bpeaa CBOEMY 300POBbLIO,
camoybuncTay;




5. cnocoBHOCTL BbI3BaTb y AeTeN XenaHue ynotpebuTtb HapkoTU4eckne cpeacTtsa,
NMCUXOTPONHbIE 1 (UNKN) ogypPMaHMBaKoLWMe BELLECTBa, TabayHble n3genms,
arnkorofibHyt 1 cnupTocoAepXallyo NPoayKUMIO, MUBO U HANUTKX, U3roTaBnnBaeMble

Ha ero OCHOBE; MPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYLNEN,

BpOaSHKHNYECTBOM UIM NOMNPOLLANHNUYECTBOM;
6. o6ocHOBbIBaOLWAA UK onpaBAbiBaloLas A40NYCTUMOCTb HAaCKUIns 1 (Unu)

XeCToKoCTM Nnbo nobyxaaroLas ocyLeCTBAATb HACUITbCTBEHHbIE AEACTBUS NO

OTHOLUEHUIO K MI0AAM U XKUBOTHbLIM;

7. oTpuuarLas ceMenHble LLEHHOCTN U (hopMUpyLoLLLas HeyBaXXeHNe K poauTenam m

(Mnn) Opyrnm YneHam cemby;
8. onpasgbiBatoLLasd NPOTUBONPaABHOE NOBEAEHME;
9. cogepxaluas HeLeH3ypHyt bpaHb;
10. cogepxawas nHopmaLmo NopHorpadoMyecKoro xapakrepa.
K nHopmauunmn, pacnpoctpaHeHne KOTOPOW OrpaHUYeHo cpeamn aeTen onpeaeneHHoro
BO3pacTta, OTHOCUTCS:
1. H(bopmaums, npeacTaBnsemas B Buae n3obpaxxeHns unm onncaHus XXeCToKoCTH,
PU3N4ecKoro n (Mn) NCUXMYECKOro HaCUNNA, NPECTYNNEHNs U NHOro

aHTMOOLLLECTBEHHOIO AENCTBUS;

2. BbI3blBatoLLas y AeTen CTpax, y»Kac Unu naHuky, B T.4. NpeAcTaBnsgemMas B Buae
N300paXXeHNS NN ONUCAHNA B YHUXKAIOLLEN YenoBeveckoe JOCTOMHCTBO hopme
HeHacunNbLCTBEHHON CMepTH, 3aboneBaHns, camoybuincTBa, HECHaCTHOro cry4as,

aBapuun Unun katactTpodbl U (UNM) UX NOCNEeACTBUN;
3. NpeacTaBngemas B BUAe M300paKeHUs UM ONUMcaHms NosoBbIX OTHOLLUEHUA MEXAY
MY>KYMHOW U XXEHLLMHOW;
4. cogepxallas bpaHHble CrioBa U BbIPaXXEHUS!, HE OTHOCALLMECH K HELIEH3YPHON
OpaHu.

C yuyeTtom atoro Bam npegnaratotce npasuna pabotsl B cetn VIHTepHeT ons
pasfIMYHbIX BO3PACTHbBIX KaTeropun, cobntogeHne KoTopbix No3BonmT obecneynTs
MHPOPMaLMOHHYI0 6e30NacHOCTb BalUMX AETEN.

O6Lwme npaBuna gnga pogutenen
1. HesaBncumo oT Bo3pacTta pebeHka ncnonb3ynte nporpammHoe obecnedeHue,
nomoratouiee punbTpoBaTb U KOHTPONIMPOBaTbL MHOPMALNIO, HO HE NnonaramTecb
MOMHOCTbBIO Ha Hero. Bawe BHMMaHue K pebeHKy - rmaBHbIN METOL, 3aLUUTHI.

2. Ecnn Baw pebeHok MeeT akkayHT Ha O4HOM U3 coumarbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENBLHO U3y4nTE, KaKyto
MHOPMaLMIO MOMELLAIT ero y4acTHUKU B CBOMX NPOodunsax n brorax, BKNoYas
doTorpadumn n BMaeO.

3. [poBepbTE, C KAKNMMU OPYrMMU CauTaMmn CBA3aH coumarbHbIM cepuc Balwero
pebeHka. CTpaHnykn Bawero pebeHka MmoryT 6biTb 6€30nacHbIMU, HO MOTYT U
cofepXaTtb CCbIfIKM Ha HexernaTerbHble N OnacHble canTbl (Hanpumep, NOPHOCaNT, UIu
CalnT, Ha KOTOPOM ApYyr YNOMUHaeT HOMepP COTOBOro TenedoHa Balero pebeHka nnu
Baw gomaiuHmnn agpec).

4. MoowpsnTte Bawmnx geten coodbwats 060 BCEM CTPAHHOM UNKU OTTarKMBaloLWEM U He
CNULLIKOM OCTPO pearnpymTe, Korga oHu 3To AenatoT (M3-3a onaceHust NOTepsATb JOCTYN
K IHTepHeTy OeTu He roBOpPSAT poauTensm o npobnemax, a Takke MOryT HadaTb
ncnonb3osaTb VIHTEpHET BHE AOMa U LLKOSbI).

5. byabTe B Kypce ceTeBOW xun3Hn Bawero pebeHka. IHTepecynTech, KTO UX APY3bs B
NHTepHeT TakK e, Kak MHTepecyeTeCb peanbHbIMU APY3bsSMU.

BospacTt ot 7 fo 8 nert

B NHTepHeTe pebeHoK cTapaeTcs MOCETUTb T€ UITU UHbIE CalTbl, @ BO3MOXHO U YaThbl,




paspeLleHne Ha NoceLLeHne KOTOpbIX OH He nonyyun 6bl OoT pogutenen. [Noatomy
poanTenam ocobeHHO nonesHbl byayT Te OT4YEeThl, KOTOPbIE NPELOCTaBNSATCA
nporpammMmamMm no orpaHnyeHunto ncnosb3oBaHnsa HTepHeTa, T.e. Poantensckumn
KOHTPOSb UK TO, YTO Bbl CMOXETe YBUOETb BO BPpEMEHHbIX (hannax. B pesynbtate, y
pebeHka He ByaeT oLlyLeHWs, YTO 3a HAM BeAEeTCH MOCTOSHHbIA KOHTPOSIb, OOHAKO,
poantTenun 6yayT No-npexxHeMy 3HaTb, KakMe canTbl nocelaeT nx pebeHok. [letn B
AaHHOM Bo3pacTe 0bnagatoT CUMbHbIM YyBCTBOM CEMbW, OHU LOBEPYMBbLI N HE
COMHeBatoTcA B aBToputetax. OHM nobaT nrpatb B CETEBbIE UMPbI N NyTeLlecTBOBaTb
no IHTepHeTY, NCNONb3ys 3MEKTPOHHYIO NOYTY, 3aX0ANTb Ha CanTbl U YaTbl, HEe
pekoMeHAOBaHHbIE poauTENSaMU.

CoeTbl No 6e3onacHocTn B cetn HTepHeT ans aeten 7-8 net

1. CospganTe CnMcok JoMalLHMUX NpaBui noceweHns MHTepHeTa npu ydactum aeTen u
TpebynTe ero BbINOSTHEHMS.

2. TpebynTte oT Bawero pebeHka cobnogeHns BpeMeHHbIX HOPM HaxoXaeHus 3a
KomnbloTepoM. Nokaxnte pebeHky, 4To Bbl Habnogaete 3a HUM He NOTOMY 4YTO Bam
3T0 X04eTcs, a NoToMy YTo Bbl 6ecnokonTtech 0 ero 6e3onacHOCTU 1 Bcerga rotosbl

€My NoMOoYb.
3. KomnbroTep ¢ noakntodeHnem K MHTepHeTy JOMmKeH HaxoanTbCs B 0OLen KoMHaTe
nog, NPMCMOTPOM poAUTENEN.
4. cnonb3ynTe cneyunanbHble AeTCKMEe NOUCKOBbIE MALLVHbI.
5. cnonb3ynte cpeactea BNoKMPOBAHUSA HEXENATENbHOIO KOHTEHTA Kak AOMOMHEHNE

K cTaHgapTHOMY PoauTenbCKOMY KOHTPOSIO.
6. Cosganite ceMenHbIN SNEKTPOHHBIN ALLMK, YTOObI HE NO3BONUTL AETAM UMETb

cobcTBEHHbIE agpeca.
7. BbriokmpynTe JOCTyn K caiTaM ¢ 6ecnnatHbIMM NOYTOBbLIMU SLLMKAMN C MOMOLLbLO
COOTBETCTBYIOLLErO NPOorpaMMHOro obecneyeHus.
8. MNMpuyunte geten cosetoBaTbCs ¢ Bamu nepen onybrnmMkoBaHMeEM Kakon-nmbo

MHOPMaLNKM CpeacTBaMU 3MEKTPOHHOM MOYTbI, YaTOB, PerncTpaumoHHbIX hopMm n
npounen.
9. HayuuTe geTten He 3arpyxaTb hansnbl, NporpaMmmbl v My3biky 6e3 Ballero
cornacusi.
10. He paspeluante getam ncnosnb3oBaTb Cry>Obl MFTHOBEHHOIO 06MeHa
coobeHnamu.
11. B "6enbin" cnncok cantoB, paspeLleHHbIX AN NOCELLEeHNs, BHOCUTE TOSNbKO CanTbl
C XOpoLuen penytaumen.
12. He 3abbiBaniTe 6ecegoBath ¢ 4eTbMu 06 Ux apy3bsix B UHTEpHETE, Kak ecnu Obl
peyb Lna O ApY3bsiX B pearbHON XNU3HW.
13. He genante "taby" n3 BonpocoB NosioBOM XW3HW, Tak Kak B IHTepHeTe AeTn MoryT
Nerko HaTKHYTbCSA Ha NopHorpaduo UNu canTel "Ans B3pocnbIX".

14. MpunyunTte Bawero pebeHka coobaTb Bam 0 nobbIX yrpo3ax nnu Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOoM. OcTaBanTeCb CMOKONHBIMU U HANOMHUTE AETAM, YTO OHU B
BGesonacHoCTK, ecrnn camu pacckasanun Bam 0 CBOMX TpeBorax. [loxsanuTe nx u
nocoBeTynTe NOAONTU eLle pa3 B NOAOOHbLIX Cryyasix.

Bospact geten ot 9 o 12 net

B naHHOM Bo3pacTe OeTu, Kak NpaBuio, Y)Xe HacrbllaHbl O TOM, kakas MHdopmauust
cywecteyeT B MIHTepHeTe. COBEpPLUEHHO HOPMarbHO, YTO OHWU XOTAT 3TO YBUAETD,
NPOYECTb, yCrbllwaTh. [py 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTenbHbIM
mMaTepuanamM MOXHO Nerko 3abnokMpoBaTth Npy NomoLLmM cpeacTs Poantenbckoro
KOHTPONS.




CoBeTbl o 6be3onacHocTn ansa geten ot 9 oo 12 net
1. CospganTe cnMcok AoMaLLHMX NpaBuIl nocelenns VIHTepHeT npu yyactum geten u
TpebyinTe ero BbINOSTHEHUS.

2. Tpebywnte ot Bawero pebeHka cobnogeHns HOpM HaxOXOEHUS 3a KOMMNbIOTEPOM.
3. Habnogante 3a pebeHkom npu paboTe 3a KOMMNbLIOTEPOM, NOKaXUTE MY, YTO Bbl
BGecnokonTechb 0 ero 6e30nacHOCTM 1 BCeraa rotoBbl Oka3aTb €My NMOMOLLb.

4. KomnbtoTep ¢ noaknioyeHnem B IHTEpHET AOMKEH HaxoanTbCsa B obLen komHaTte
noAd NPUCMOTPOM poauTenen.

5. Ncnonb3ynTe cpeactea BnoknpoBaHUsa HexxenaTenbHOro KOHTEHTa Kak LOMOSIHEHNe
K cTaHgapTHOMY PoauTenbCKOMY KOHTPOSHO.

6. He 3abbiBanTe npMHMMaTb HENOCPEACTBEHHOE y4acTUE B XN3HU pebeHka,
becenoBaTb ¢ AeTbMu 06 nx apy3bsx B IHTepHeTe.

7. HactamBariTte, 4ToObl AETN HMKOrA4A HE cornallanncb Ha fIMYHbIE BCTPEYM C
apy3bsimu no NHTepHeTy.

8. lNosBonanTe AeTam 3axoauTb TOMLKO Ha canTbl U3 "6enoro” cnmcka, KoTopbIi
co3ganTe BMECTe C HUMMW.

9. MpnyynTe aeTen HUKOr4a He BblgaBaTb JIMYHYKO MHAOPMaLMIO cpencTBaMu
3SIEKTPOHHOWN MOYTbI, YaTOB, CUCTEM MIHOBEHHOIro obmMeHa coobLeHnsIMu,
PErncTpaumoHHbIX (OOpM, NNYHBIX MPOdUIIEN U NPU PpermcTpauumn Ha KOHKYpCbl B
NHTepHeTe.

10. MpunyunTte geTen He 3arpyxatb nporpaMmmbl 6e3 Baluero paspeluenns. O6bsacHuTe
MM, YTO OHM MOTYT CIlyMarHO 3arpy3uTb BUPYChl UNN Apyroe HexenaTesibHoe
nporpammMmHoe obecneveHune.

11. Co3gante Bawemy pebeHKy orpaHUYeHHY0 y4eTHYH0 3anuchk Ans paboTbl Ha
KOMMbIOTEpPE.

12. MpuyunTte Bawero pebeHka coobaTb Bam 0 fobbIX yrpo3ax nnu Tpesorax,
cBsi3aHHbIX ¢ VIHTepHeTOM. HanomMHuTe geTam, 4To OHM B 6e30nacHOCTU, ecnn camu
pacckasanu BaM O CBOMX TPEBOrax U OrnaceHusx.

13. Pacckaxute getsim o nopHorpadgum B HTepHeTe.

14. HactanBanTe Ha TOM, 4TOObI AEeTN NPeLOoCTaBNANM Bam LOCTYN K CBOEN
9NEKTPOHHON NoyTe, YTOObI Bbl YOEeaMNnChb, YTO OHWN He OBLLalTCa C HE3HAKOMLAMW.
15. O6bAcHUTE OeTAM, YTO Henb3s UCMOoNb30BaTh CETb AN1S XYIMraHCTBa,
pacrnpoCcTpaHeHusi CnfieTeH Unn yrpos.

BospacTt geteun ot 13 go 17 net

B aTOM Bo3pacTe NogpOCTKM akTUBHO MCMNOSb3YHT MOMCKOBbIE MALUWHbI, NOSb3YHTCA
SNEKTPOHHOWN NOYTOW, Cny>X6amMu MrHOBEHHOro o6MeHa coobLLEeHNAMN, CKaunBaroT
My3bIKy U punbMbl. Manbymkam B 3TOM Bo3pacTe BorbLue no HpaBy CMeTaTb BCe

OrpaHNYeHuns1, OHM XaxayT rpyboro tomopa, a3apTHbIX Urp, KAPTUHOK "4nst B3pocnbix".
[eBoyku npegnoymTaoT obwaTbCcsa B YaTtax, Npu 3TOM OHM ropasgo bonee
YYBCTBUTENbHbI K CEKCYarnbHbIM JOMOratenscTBam B VIHTepHeTe.
3ayacTylo B JaHHOM BO3pacTe poauTENsaM yXKe BeCbMa CIOXHO KOHTPONMpoOBaTb CBOUX
AeTen, Tak Kak 06 IHTepHeTe OHM y)XXe 3Ha0T 3HaYUTENbHO BonbLUe CBOMX poauTenen.
Tem He meHee, He oTnyckanTe aeten B "cBoboaHoe nnasaHue" no MIHTepHeTy.
CrapanTecb akTUBHO y4acTBOBaTh B 00weHn pebeHka B IHTepHeTe.

BaxxHo no-npexxHemy cTporo cobntogate npasuna VIHTepHeT-6e3onacHoCTH -
cornaweHue mexay poantensamm n getbmu. Kpome Toro, HE06X0ANMO Kak MOXHO Yalle
npocMaTpmBaTtb OTYETLI O AeaATenbHocTu aeten B MIHTepHeTe. CneayeT obpatntb
BHMMaHMe Ha He0BXOANMMOCTb COAEPXKaHMS POaUTENBCKUX Naponen (naponemn
aAMWUHUCTPATOPOB) B CTPOrOM CEKpETE U 0OpaTUTb BHUMAHNE Ha CTPOroCTb 3TUX
naponen.

CoBeTbl N0 6€30nacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net




1. Co3ganTe CnMCoK AoMalLHMX nNpaBus noceweHna VIHTepHeTa npu yqactmm
noapocTKOB 1 TpebynTe 6e3ycnoBHOro ero BobinosiHeHus. ObroBopute ¢ pebeHkoMm
CMUCOK 3anpeLLeHHbIX canToB ("4epHbIn cnncok"), yackl paboTel B IHTepHeTe,
PyKOBOACTBO MO 06LweHunto B MHTepHeTe (B TOM Yncne B 4YaTax).

2. KomnbloTep ¢ nogknioyeHnem K cetun VIHTepHeT AomKeH HaxoanTbCcd B obLLen
KOMHarTe.

3. He 3abbiBanTe becefoBath ¢ AeTbMM 06 nX Apy3bax B VIHTEpPHETE, O TOM, YEM OHU
3aHATbI Taknm obpasom, ByaTo peyb MAET O ApY3bsX B peanbHon xu3Hn. CnpawmBante
0 NasaX, C KOTOpbIMK AeTN 0BLWarTCA NOCPEeACTBOM CIy>KO MIHOBEHHOIO 0OMeHa
coobLeHnamMmn, 4Tobbl yoeamTbea, YTO 3TN NOAM UM 3HAKOMBbI.

4. Ncnonb3ynTe cpeactea 6NokMpoBaHUs HeXxenaTeslbHOro KOHTEHTa Kak JOMoSTHEHNe
K cTaHgapTHOMY PoauTenbCKOMY KOHTPOSIO.

5. Heobxoanmo 3HaTb, KakuMmn Yatamu nonb3ytoTcs Bawm getu. MNoowpante
NCNonb30BaHME MOAEPMPYEMbBIX YaTOB U HacTamBanTe, YTOObl 4eTn He obLianuch B
NPMBaTHOM pexnme.

6. HactamBaiite Ha TOM, YTOObI AETN HUKOrA4a HE BCTPEYannCh JIMYHO C APY3bsSMN U3
cetn NHTepHerT.

7. MNpnyunTe aeTten He BblgaBaTb CBOK JIMYHYIO MHpOPMaLMIO cpeacTBaMmm
3IEKTPOHHOWN MOYTbI, YaTOB, CUCTEM MIHOBEHHOro obmMeHa coobLieHnsMu,
PEMMCTPALMOHHBIX OPM, JIMYHBLIX NPOOMNEN 1 NPU PErNCTPaLMM HA KOHKYPChI B
NHTepHeTe.

8. Mpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawiero paspelueHns. Ob6bacHUTe
MM, YTO OHM MOTYT CIlyMarHO 3arpy3uTb BUPYChl UNW ApYroe HexenaTesnbHoe
nporpammMmHoe obecneveHune.

9. MNpuyyunte Bawero pebeHka coobLiaTe Bam 0 nobbIx yrpo3ax unun Tpesorax,
CBSI3aHHbIX C MIHTepHETOM. HanomMHuTe aeTsim, 4To OHM B 6€30NacHOCTU, eCriv camu
pacckasanu Bam, 0 CBOUX yrposax unuv tTpesorax. [loxsanute nx n nocoseTymte
nogonTu euwle pa3 B NOA06HbIX CriyYasix.

10. Pacckaxute getsam o nopHorpadumn B HTepHeTe. [lomorute nm 3awmtmuTsCs ot
crnama. HayunTte nogpocTKOB He BblaaBaTb B IHTepHeTe CBOEro peasibHoro
3MEKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTenbHble MMCbMa U UCMOoNb30BaTb
crneumanbHble NOYTOBbIE PUMBTPLI.

11. MpuyunTte cebs 3HAaKOMUTBLCSA C cCanTaMm, KOTOpPbIE NOCELLAT NOAPOCTKM.

12. Hayunte geten yBaxaTb OPYrMx B UHTEpPHETE. YOeanTech, YTO OHM 3HAKT O TOM,
YTO MpaBMa XOpPOLLEro NoOBeAEHN ENCTBYIOT Be3fe - AaXe B BUPTyarbHOM MUpPeE.
13. O6bsAcCHMTE OeTAM, YTO HM B KOEM Clny4dae Hemnb3sa ucnonb3oBatb CeTb Ans
XyINMraHcTBa, pacrnpoCTpaHeHUs CAeTeH Unn yrpo3 ApyruM noasim.

14. ObecyguTe ¢ nogpocTkamu NpobnemMbl ceTeBbIX a3apTHbIX UMP U UX BO3MOXHbIN
pUcK. HanoMHuTe, YTO AETU HE MOTYT UrpaTb B 3TN UrPbl COrfacHO 3aKOHY.
[MOCTOSAHHO KOHTpONMpynTe ucnons3oBaHne VIHTepHeTa Bawmm pebeHkom! 310 He
HapyLleHMe ero NIMYHOro NPOCTpPaHCTBa, a Mepa NPEAOCTOPOXHOCTU N NPOSABNEHNE
Bawen poantenbckon OTBETCTBEHHOCTU U 3a60ThI.




